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THE WHITE HOUSE Ezecutivo Rogtstry

L 7/4/ 75

WASHINGTON
February 10, 1976

MEMORANDUM FOR PHIL, BUCHEN
DON OGILVIE
BILL HYLAND
NINO SCALIA
BOB ELLSWORTH
.. HAL SAUNDERS
MITCH ROGOVIN

FROM: ; TIM HARDYRY . . -

SUBJECT: Restrictions Executive Order e

Attached is the draft of the restrictions order that was agreed to
at yesterday's drafting session. Sections that have been changed from
the February 6 ICG Draft have been underhned

The question of inclusion of the prov1so on CIA electronic
surveillance in Section II(b) is noted as an issue that will be presented
to the President. If that proviso is deleted, Section IV(a) on _
electronic surveillance testing will also be deleted,

Unreselved at yesterday's meeting was the issue of collection
by foreign intelligence agencies of foreign intelligence or counter-.
intelligence information on the domestic activities of U.S. persons
when that information was originally gathered by non~foreign 1ntelhcence
agencies, including the FBI. We would make the following pr0posa}.

_to solve the problem:

Add to Section H(g‘) the following sections:

(6) Information concerning persons or activities that pose
a clear threat to foreign intelligence agency facilitiss or
personnel, provided that such information is retained only by
the foreign intelligence agency threatened and that prope
coordination \Vlth the Federal Bureau of Invebtlo ation is accon“iphuhed
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(7) Foreign intelligence concerning corporations or other
commercial organizations received from non-foreign intelligence
2gencies, provided that the information was lawiully obtained by

such pon-foreign intelligence agencies.

A;xd, add to Section III:

(3) dissemination to foreign 1nte1h<rence agencies of
in{ormation of the subject matter types listed in Sectmn II(g)
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ICG DRAFT - 2,/9/76

EXEC UTIVE ORDER

Infqrmation aboiu.t the Capaiailities,' intentions and activities of other N '
glqv;ernment.s is _essential t;:) infofmed dévc.i.sioin-mai{i'x;g in: the field of 1
'“n_a‘tio.nal defense and foreign rAelati_ons.Thve measures émpioyéd to
:acquiré such information sh.ould be responsive to the leg.'itimat-evneed; N o
-of our Gov'ernr.n‘éni‘: an& musf be conducted in a vmanner .\‘vhivch présefvéé. |
‘and r.esi)ects our established c.oncepts of ‘privacy and our 'civil
lilnnerties.i
| Recent eyenfs have clearly indicated f.he désirabiiity of

government-wide direction which will ensure a prOper balancing of

~ these interests. The rules of operation prescrlbed by this Order are S

extend, or : : .
not intended to/deroca.te from ,any other laws, reguiatlons or dlrectwes

relating to the activities of our foreign mtelhoence agenc1es i e
Unless otherwise specified, : N
/the provisions of this Order apply to activities both inside and outside -

. the United States.
By virtue of the authority vested in me as President pursuant to

my powers under Article II, Sections 2 and 3 of the Constitution, and

statutes of the United States, including the National Sccurity Act of 1947
and finding such actions necessary in the national interest, it is hereby

ordered as follows:

Approved For Release 2005/07/28 : CIA-RDP91M00696R000900110005-1 .




Approved Folfflease 2005/07/28 : CIA-RDP91 Mo0eg)000900110005-1

SECTION I: Definitions.

As used in this Order, the following terms shall have the fnéanings" S

ascribed to them below:
(2) ”Collectlon” means any one or more of the gatherlng, analysls

dlssemmatzon or storage of non-pubhcly ava1lable mformatmn w1thout

the 1'nformed express consignt anthe subj»ect of 'the ix.'xlfoz:.'mation.-_:
{b) "Electronic .sv‘.rveillanc'e” means acquisif;ibn 6;_‘.' a nori-pﬁblic._
communication by elec;troni; rx;;eans; without the consént’ §f a pé?é&;n
who is a party-to, or, in the cé.se of a no'n-electro-n'ic corhmux;i.cati.m"x,“ .  ~ :
‘visibly preseﬁt at, the cornmuni;:ation.
(c) “En_r;pléyee" means a person employed by, assign.ed of détail'ed. .
to, or acting for a ﬁnited Sgates foré.ign inteiliéence ag’ency; |
(d) -”Foreign inteliigence" means informatidn“con-cérni.ng the:
_ capabilitieé, intentions and activities of any forgign bower, ‘ 01; of- -any
| non-United States person, whether within or outside 'the.Uni-f»:ed Stbat.;as,
or concerning areas outs_ide the United ‘States. |
(e) J.J.,zzlg":. countermtellwgence means informatioh chcgrning
thé brotection from detection or disclosure of foréicrn intelligence. or of

national security information and its coliection.
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(f) "Foreign intelligence agency' means the Central Intelligence

e et it

Agency, Natlona? Securit bty Agency, Deafense Intelligence Agency; and further |
ncluc.e> s _ S o
/any other deparx.rnent or acency of the Unlted States Government or - -
component thereof while it is engaged in the collection of :Eoreign.
mtel igence or f.orelgn cou.ntervntelllgence, but shall not 1nclude any

g department agency or component thereof to the extent that it 1s »
civil or « cr1m1na1 B : :

engaged in its authonzed/law ‘enforcement funct1ons- nor shall 1t
include in any case the Federal Bureao. of I'nvestig.ati_.on. o
(g) ”Nationai security inforzoation" h‘as fhe cne'acing a:scw;'ibe;:l_to it 1n L
E. O. 11652. | |
(h) "Physical surveillance'! means continuing visual observation N
-By any meari_e, or acquisition of a non-public commuoi'cationf‘)y a pereon
not a party thereto or visibly present thereat through aoy;me'en's Whifih
doee not involve electronic surveillance. |
(i) ""United States persone" means Unifoeci Stetesacitizeos,- »avli..ens. ‘

admitted to the United States for pe‘rmanent residence and cofporations

. or other organizations incorporated or organized in the United States.
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SECTION II. Restrictidn_s on Collection.

Foreign intelligence agencies shall not engage iﬁ an_y'jof- tv‘he»‘_

."fo’-.lbwing 'ac.tivitieszb |
N (:a) Phy.sical surveillénée dir'ec'ted égéinsf a Unitéd Sté.f:es 'p-e;'so'r;,.' .
e\cept ilj,:-z:f_ugw | surve.illance% | pufsuant to procedures_ ]
appfoved by the head of the foreign intglligencé agenc'-y. and | ‘airectéd .
| ag'a‘inst either: | | | | |
- (1) a present or former émployeé’ of such ag'enc;‘y-,. _' its
preseﬁt or former contr;ctors or their p.re-sehitv or forfner
émployees for the purpose of pr otectlncf foreign 1nte111°’enc-e or iﬂ.z:g;,:b

counterintelligence
/ sources or methods or nat10na1 securlty 1nformat10n from

unauthorized disclosure; or s
(2) 2 Unifed States person, who .is iﬁ contact-with éitl_ler

such a present or former contractor or employee.or wﬁ_h a

non-United States person who is the subject of a foreign

intelligence or ioreigm counterintelligence inquiry, but only

to the extent necessary to identily such United States person; or
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(3) a United States person outside the Uhited Sta.ltes. who 1s
reas_onébly believed to be-actl-ing on behalf .of-a foreign pow-er->
or éngaging in-lir‘lt.ex"'n'ational terrorist or nércofic;s ac'tivifies or
activities threatening thé’_naf:ional security.
(b) Eiectronic s‘ur-veillance involving a cofnmxini;atién whic}; is" L E
- ;riade frorh, or is. intendeé i_:)y thé seﬁder té.be ‘receix}e‘d in,_i th? >UnAited
_ States‘, or directed against»United States persoris abroad Aexcep(-: | -

' lnawﬁ.ﬂ. electronic surveillance under procedures approved by the »_

Attorney General; Erovided' that the Central Intelligence Agency shall _.

not directly or indirectly engage in electronic surveillance directed = .-
AT N s - T . bl dnat s e ot =Y

against United States persons within the United States;

(c) Unconsented physical searches within the United States; oxr

unconsented physical searches directed against United States pérsons

abroad, except lawful searches under procedures aébi‘oved by the
' Attorney Genefal;
(d) Opening of mail or examination of envelopes of mail in the

U.S. Postal channels except in accordance with law,
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(e}) Examination of Fedei‘;:.l f;ax returns or tax: information gxcept
in aécordance with qufed Stai;es. law.'.

{9 Infiltration or undisclosed participation’ wit ithin the
'Uni‘ce‘_d‘ Sta‘qeé in ‘.any: Qi‘ganization o - for the pur‘pos-et of
reporting on or ihﬂuéﬁﬁ;ihg itS ac;tiﬁrities .o: mémb.ers';:

.' (g) Céllectién’éf infofrnﬂzition concerﬁing thg »do'l;nestic‘ é&cf:i;\ri#-ies
of United States persoﬂs 'excé-pt:.- -

(1) Infofrriation co_nc_érn’iné corporations or o'tilér commercial
organizatior-lls control}ed by foreign pbwers; -

(2) Informatic;n cbnc.erning preseﬁt ~or- forrhér employees,

present or formerbontractors or their present or former

employees or a llcants for such employment or contractln , o
p-oy PP p1oy g . )
or IIUEIER counterintelligence . - -

necessary to protect foreign 1nLe711€fence/sources or methods -

‘or national security information from unauthorized dlsclosure; '

and the identity of persons in contact with the foregbiﬁg' or vwi:th a
non-United States person who is the subject of a foreign

mte‘llaence or TZreir counterintelligence 1nqu1ry
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(3) Informatlon concerning pCI sons who are reasonably .
beheved to be iaotentlal eources or contacts, but only for the
DUIDOSF’ of oeterm1n1n7 the ;unao-hty or credl’olilty of euch .

- persons.

(4) Forewn 1ntelh°ence or counter_mtelhcrence gathered

abroad or from electronic surveillance conducted in Compllance o

_with Section 111 (b); or}foreig_n intelligence acqulred‘ from
cooperating sources in the United States.

(5) Information about a2 United States pwefsvon Who is

" reasonably believed to be acting on behalf of a foreign power or .

engaging in international terrorist or narcotics activities.

. SECTION 111. Dissemina'tio'n and Storage | S

'Nothmd in this Order shall prOhlblt

(a) Lawful d1ss‘=m1nat10n to the approprlate law enforcement

agencies of incidentally gathered 'gpugnt_e_g;_nﬁ_ellagence or other mforrriation L

indicating involvement in activities in violation of United States law.

(b) Storage of information required by law to be retained.
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SECTION IV. Restrictions on Testing and Experimentation.
Foreign intelligence agencies shall not engage in: .

'(a) Testing of electronic surveillance equipment within the o

. United States vexcégii: under procedures approved by the Attorney = -

General consisteﬁt with law; or

(b) Experimenté.tion with di:ug.s on hunmén‘ subjé‘cts; exce.ptr -
wit':h tilé informe;d consent, in.vs./riting and‘yvitnessgd' by a
diéintefested third party, of each such human s'pl.aj‘ec.t and in
~accordance with the guide;lines issued by the National‘Corrimission. for
the Pfotection of Human Subjecté for.Biomedical and Behe;vioral' :

" Research.

. SECTION V. Assistance to Law Enforcement Auflloriﬁiés. 4

No foreign intelligence agency shall, except as exprassly authoi'iied

by law:
(a) Provide services, equipment, personnel or facili:'~s to the Law -
Enforcement Assistance Administration or to State or loc. »olice

organizations of the United States.
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(b) Participate in or fund any’. law enfdr?:emen_t acfivity wi.thin tfle
Unite.d‘ States.

These prpﬁibitio_ﬁs shall not, however, preélnzde '{i) cooparatlonn
L betweén a forei.g.n intelligence- égency and appro;:riaf:é l‘aw_ enforc:ement T
agénéies for the puréosé of protecting vth-e éersonrié_i and fa.cilvitieé of
_tI;e foreigr; intélligence ég.er;cy or érevénting.'eISpioha...geyc‘nertl;le‘r .i' : -
primihall activity rélated to fo-réign _intelligeﬁce or co#ntérintelligeiflcé
Qi' (ii) provision of specialized equipmentAqr t‘echnic-al knowiedgé for

use by‘ény other Federal dép_a_rtment or agency.

SECTION VI. Assignment of Personnel.

An employee of a foreign inteiligence agency detailed elsewhere

within the Federal Government shall be respon'sib'_l'e to the ‘hlosf:‘ agency . :
_and shall not report to _l_r;lis,_'parent agency on the affairs of the host R
agency, except as ma'y be directed by the latter. "The head of the

host agency, and any successor, shall be informed of the detailee's

association with the parent agency.
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SECTION VII. Law Enforcement Responsibilities.

Nothing in this Order shall limit the law enforcement functions,

civil or criminal, of any department, agency, or component thereof. -

' SECTION VII. .Implementation. -

_ Each foreigri intelligence agency shall, within 90 days, issue o
internal directives to implem.ent this Order with respect to its foreign

intelligence operations.
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